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Abstract. This paper investigates passive bandwidth estimation as a
means to improve scheduling in Kubernetes-based fog computing en-
vironments. In contrast to active probing techniques, passive meth-
ods rely on observing existing traffic patterns to infer available band-
width (ABW), offering a non-intrusive alternative suitable for dynamic
and distributed systems. The study focuses on wired infrastructure net-
works within the cloud—fog—edge continuum.

We develop and present an approach based on a modified version of
the probe gap model, evaluated in an emulated network testbed. Ten
experiments were conducted under varying traffic conditions, packet loss
rates, and link capacities. Timestamping artifacts and data filtering were
addressed to ensure measurement integrity. The approach demonstrates
reliable ABW estimation across all scenarios, confirming the viability of
passive methods for bandwidth-aware scheduling in Kubernetes.

1 Introduction

Modern software is increasingly complex, often implemented as microservices
and leveraging cloud-native approaches [32]. A unified approach to development,
security, and operations (DevSecOps) is ideal across diverse computing environ-
ments. To manage this complexity, service orchestration tools like Kubernetes
are essential, automating deployment, scaling, and resource management for con-
tainerized applications in distributed systems, particularly within microservices
architectures. Cloud, fog, and edge computing form a layered approach to data
processing [25]. Cloud computing provides high computational power through
centralized data centers but suffers from latency, particularly for real-time or
remote applications. Fog computing reduces latency by processing data closer
to the user, while edge computing processes data directly at the source (e.g.,
sensors) to minimize delays and reduce cloud dependency.

Kubernetes (K8s), initially developed for data centers, is well-suited for cloud
environments [5]. Lightweight Kubernetes distributions (e.g., K3s, MicroK8s)
are being adapted for edge computing [24], though fog computing presents
unique challenges [35]. We explore how passive measurement solutions can help
address bandwidth estimation (BWE) in fog environments, which is a known
and currently unsolved problem [7]. We consider specifically future, network-
aware versions of Kubernetes schedulers [21]. This paper addresses the issue of
cross-traffic, or unrelated data flows competing for bandwidth, which introduces
delays due to queuing, and summarizes work from Omang’s thesis [28]. We focus
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on passive measurements in emulated wired networks (the fog layer) and ask:
How can data collected via passive network interface listening be used to estimate
available bandwidth?

The paper is organized as follows: Section 2 defines key terms, Section 3
reviews BWE techniques, Section 4 describes our testbed, Section 5 presents
results, and Section 6 concludes the paper.

2 Understanding Bandwidth

Bandwidth refers to the maximum rate at which data can be transmitted over a
network, typically measured in bits per second (bit/s). Let us define key terms
capacity and available bandwidth as they relate to packet-switched networks:

Capacity defines the maximum data rate a network link or path can handle
under ideal conditions. A link is the physical connection between neighboring
nodes, a path is a series of links. Link capacity is defined as the maximum rate
a link can carry, ignoring protocol overheads [8]. The Nominal Physical Link
Capacity is the theoretical capacity of a link, path capacity the minimum of
its constituent links’ capacities. The practical effective capacity is lower due to
factors like headers and error correction.

Available bandwidth (ABW) represents the unused capacity of a network
path, available for additional traffic. For the entire path, the available bandwidth
is the minimum ABW across all links. ABW varies dynamically based on network
traffic. While ABW is often measured in an instantaneous manner, looking at it
over time provides more insight. This helps to account for variations in network
usage over time, making ABW a dynamic and context-dependent measure.

ABW is time-dependent and can fluctuate significantly. For example, a 1-
millisecond snapshot cannot observe transport layer effects, increasing to 1-
second cannot capture rapid changes in network conditions, whereas a 1-minute
window might smooth out short-term congestion events. This time sensitivity
must be considered in measurements to avoid misinterpretations of ABW [8].

Achievable bandwidth refers to the maximum throughput a protocol
can attain over a path under current conditions. Understanding both available
and achievable bandwidths is essential for accurate BWE and effective network
management.

3 Bandwidth Estimation

Knowing a network’s capacity and available bandwidth is helpful for network
management, but directly measuring ABW is challenging. Due to random
processes and the complexity of several protocol layers, it can only be estimated.
BWE refers to the techniques and processes used to infer a path’s capacity
or available bandwidth through observations and measurements. Numerous
methods have been proposed over the years, classified and compiled in
comprehensive survey papers [2, 6]. Broadly, BWE methods fall into two
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categories: active techniques and passive techniques. Active methods inject probe
traffic into the network to measure how the network responds, whereas passive
methods observe existing traffic to infer bandwidth characteristics.

3.1 Active Probing

Active probing techniques deliberately send probe packets or packet trains
through the network and analyze their behavior to estimate bandwidth-related
metrics. By measuring properties such as round-trip time (RTT), one-way
delay (OWD), packet dispersion, or loss rate of these probes, active methods
can infer the capacity or available bandwidth of a path or a specified link [2]. A
wide range of BWE techniques exists, and for brevity we will not discuss these
further. There are available tools that can be used to perform active probing, e.g.,
Iperf3, which can find achievable bandwidth on end-to-end network paths [11].

3.2 Passive Bandwidth Estimation

Passive BWE techniques are non-intrusive methods that infer network band-
width by analyzing existing traffic rather than generating probe packets [6].
These techniques capture packet patterns, such as timings, sizes, and protocol
behavior, to estimate available bandwidth and congestion state without adding
load to the network. For example, TCP’s adjustments to network conditions
provide valuable insights, such as inter-packet gaps and congestion window size,
which are analyzed to infer bandwidth [23]. Monitoring inter-arrival times and
acknowledgment gaps also helps identify congestion or bottlenecks [4,12].

Common passive BWE techniques analyze inter-packet arrival patterns, ac-
knowledgment gaps, and throughput fluctuations to estimate residual capac-
ity [2,3,37]. However, passive methods struggle in low-traffic scenarios, where no
observable behavior exists. To overcome this, some hybrid techniques use min-
imal proactive elements to inject small amounts of traffic only when necessary,
thereby remaining non-intrusive [26].

For example, a sender-side technique that uses naturally occurring packet
pairs to estimate available bandwidth showed accurate results in simple
networks [23]. This was enhanced with machine learning to improve accuracy
in more dynamic networks [22]. Another example is SABES (Statistical
Available Bandwidth Estimation), which uses statistical analysis of passive TCP
measurements and neural networks to improve BWE [9].

3.3 Factors Influencing Estimation Accuracy

BWE accuracy, both active and passive, is influenced by several factors, and
assumptions about traffic can lead to inaccuracies [19]. Key factors include the
burstiness of cross-traffic, probe packet sizes, and measurement interval length.
This section focuses on these factors in the context of passive BWE.
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Available Bandwidth Variability A key challenge in BWE is that ABW
is time-varying. While path capacity is fixed, ABW fluctuates as cross-traffic
starts, stops, or changes rates, occurring over multiple timescales [8, 18]. Tools
like Pathload [18] address this by reporting ABW as a range, with upper and
lower bounds, reflecting its variability during the measurement interval [20]. This
approach accounts for the oscillating nature of ABW due to network dynamics.

Cross Traffic Patterns Many estimation algorithms assume cross traffic
behaves like a steady flow during the measurement interval [36], to accurately
measure its impact on probe traffic. However, bursty cross traffic, with
intermittent surges and large Maximum Segment Size (MSS) packets, disrupts
this assumption. If not accounted for, burstiness can lead to erratic or biased
results, reducing estimation accuracy [15,29].

Packet Sizes and Probe Traffic Pattern Probe and cross-traffic characteris-
tics play a key role in BWE accuracy, highlighting key differences between tools.
Active tools control probe size and timing (e.g., packet pairs, trains, or chirps),
while passive methods only observe existing traffic and infer network properties
from it.

Passive tools must work with observed packet sizes, typically assuming
constant sizes to link queuing delays to network capacity and cross-traffic [10,16].
Active tools, in contrast, can space probes to detect queuing onset, while passive
tools analyze less predictable traffic, often requiring more data.

Passive methods can’t control probe intensity, leading to varying results:
measurements may be too high (e.g., iPerf), shifting ABW, or too low, lacking
queuing delays. Therefore, passive tools can be as accurate as active ones when
traffic is stable, but may produce invalid results under changing patterns.

Given these challenges, passive techniques often rely on statistical analysis
and long observation periods, fitting models to inter-arrival times to estimate
ABW. This works well for stable traffic but may struggle with dynamic or sparse
conditions, resulting in wide confidence intervals or unusable estimates.

3.4 Application Environment

To address the issue of cross-traffic, or unrelated data flows competing for
bandwidth we explore passive BWE for the case of traffic of distributed
application with communication needs are deployed in a fog environment.
Therefore, we have developed the experimental setup discussed next, which
support various application demands and cross-traffic patterns.

4 Testbed and Experiment Setup

NREC (Norwegian Research and Education Cloud)? provided the infrastructure
for our testbed, which was built using CORE (Common Open Research

3 https://www.nrec.no,/
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Exp. |Cross Traffic (Size OWD |Jitter |Bottleneck/ |Loss |[Queue
(rate)) Upstream Size
Capacity
1 8192 B (2/s) 12ms [Oms |5/10 Mbit/s 0% |7
2 256 B (64/5) 12ms |[0ms  |5/10 Mbit/s _ |0% |75
3 8192 B (1/s) 22 ms |2 ms 3/5 Mbit/s 2% |30
4 128 B (64/s) 22 ms |2 ms 3/5 Mbit/s 2% |30
5 120 B (100/s) 12ms |[0ms  |5/10 Mbit/s __ [0% |75
6 120 B (20/s) 42 ms |8 ms 1/4 Mbit/s 4% |10
7 60-180 B (10-30/s) 42 ms |8 ms 1/4 Mbit/s 4% |10
8 512 B (16-64/5) 12ms |[0ms  |5/10 Mbit/s __ [0% |75
9 8192-128 B (0.5-80/s) (12 ms [0 ms [5/10 Mbit/s 0% |75
10  [1448-128 B (2.7-80/s) |[12ms |Lms  |7/10 Mbit/s |0 % |75

Table 1. Per-experiment MGEN and CORE configuration. Each path traverses two
serial bottleneck links with the same capacity; OWD and jitter are per-link, loss is
random, and the queue is FIFO with the indicated size.

Emulator) [1] for network emulation and MGEN (Multi-Generator) [27] for
traffic generation. This emulation provides a valuable mix of detail and
repeatability.

As depicted in Figure 1, we deployed the emulation on NREC, where nodes
are implemented as Linux network namespaces interconnected by emulated
links. Across ten experiments we vary (i) traffic pattern (periodic-+bursty,
periodic+fluid, jittered/varied), (ii) per-link one-way delay and jitter, (iii)
bottleneck /upstream capacities, (iv) random loss, and (v) FIFO queue size. All
paths traverse two serial, equal-capacity bottlenecks, so the effective bottleneck
is well defined and comparable across scenarios (Table 1). Complete details
are given in the thesis [28]. The source code and experiment data is available
at https://github.com/kjetilom/network_listener.

The necessity for real-time operation requires the use of simplified models,
which may not capture the full complexity of real-world networks. These
constraints must be considered when interpreting the performance of the
BWE tool. They also underscore the balance between simulation accuracy and
practical feasibility.

4.1 Graph Topology

We use two equal-capacity bottlenecks in series between any two communicating
nodes rather than the typical single-bottleneck dumbbell. We use this topology
to introduce a compounding queueing effect which can be seen in fog
environments [13].

4.2 Traffic Generation and Ground Truth Measurements

Each node generated short TCP bursts separated by exponentially distributed
idle intervals with an average duration of 15 seconds, over periodic UDP



6 K.M. Omang et al.

Bandwidth estimator
Traffic analyzer
KB GRPC Clients ||GRPC Server

10 Mb/s
: MGEN Script
5 Mbis /1.0.1.21

Q \ 10 Mb/s

10321\ /i 5 Mbls — @\
10 My SMbls =" "o T~ ~_10Mpis
.~ Cross traffic (UDP) 9 \

. N

Fig. 1. Emulated topology: every communicating pair traverses two equal-capacity
bottlenecks; each node runs MGEN and the estimator.

background traffic, yielding sparse cross-traffic with brief high-load episodes.
To ensure each estimate spans at least one burst plus adjacent idle time, we
used a 35-second measurement window for every ABW estimate.

We obtained ground truth using CORE’s gRPC [14] throughput listener,
sampling per-link throughput every 3 seconds. For each window, we subtracted
the measured throughput from the configured capacity of each bottleneck. The
path-level ground-truth ABW is the per-path minimum of these residuals.

4.3 Timestamping Artifacts and Data Filtering

Under high load we observed occasional inter-arrival gaps that implied instan-
taneous throughput above the physical link rate, which is physically implausi-
ble. We attribute these outliers to virtual NIC timestamping that occasionally
collapses closely spaced packet arrivals. To preserve measurement integrity we
apply a conservative pre-processing filter: any packet-pair gap that would imply
a throughput exceeding the known link rate is discarded before regression. This
removes the virtualization artifact without biasing against valid samples near
the bottleneck.

5 Results

Within each 35-second window we form packet-pair gaps from observed traffic
and fit a simple probe-gap relation using robust linear regression (Huber
weighting) [17,33]. The estimator generally showed a positive error relative to
the true bottleneck capacity, while underestimation primarily appeared when
loss or reduced TCP sending rates limited the number of usable packet-pair
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Fig. 2. Accuracy of ABW estimator by experiment: mean and 5-/95-percentiles.

samples. Figure 2 summarizes per-scenario errors as means with 95% intervals.
The overall mean error was 16.95%, which is comparable with existing work [34].

5.1 Systematic Overestimation Bias

The dominant trend is a systematic overestimation of available bandwidth
(typically on the order of +20-30% of bottleneck capacity). This bias stems from
the combination of sparse, bursty TCP traffic and the ground-truth definition:
the estimator captures only the transient high-rate intervals within bursts,
while concurrent bursts on other flows crossing the same bottleneck remain
unaccounted for in the momentary samples. In the baseline configuration (exp.
1), for example, the reported ABW was ca. 22% above the ground truth.

5.2 Impact of Traffic Patterns and Network Impairments

While overestimation is the norm, its magnitude depends on traffic dynamics and
impairments. In experiment 3, configured with 2% random loss and otherwise
high TCP intensity, the median error shifted to -17.8%. A similar pattern
emerged when we deliberately lowered the TCP transmission rate, relative to
the bottleneck capacity. In both cases, fewer packet pairs exceed the ABW,
starving the estimator of the samples it needs to infer the correct gap-response
relationship and lowering the estimated ABW.

In less ideal scenarios with low bottleneck capacity and a high random loss
percentage, such as Experiments 6 and 7, we saw a large increase in variability
and mean error. This increase in variability is expected, as the number of
measurements available for each measurement interval are significantly lowered
when the capacity is lower, increasing the significance of outliers.



8 K.M. Omang et al.
6 Conclusion

In this paper, we set out to explore passive available BWE in the fog (within the
edge-fog-cloud continuum), guided by the idea that the natural flow of data can
indicate the state of network links under changing conditions. We presented
the research question: How can data collected via passive network interface
listening be used to estimate available bandwidth? We explored this question
in our literature studies and through the experimental prototyping approach
presented in this paper.

Our evaluation in Section 5 demonstrated that with sufficient data and
time, our tool successfully estimated ABW in most scenarios. This confirms
that passive network interface listening can effectively estimate ABW. By
implementing a known filtration mechanism [23], we achieved continuous, non-
intrusive ABW estimation without active probing. Notably, the passive estimates
rarely exceeded the true bottleneck capacity, showing the method’s reliability.

We have studied passive measurements in emulated wired fog networks.
Wireless networks are left for future work since they require a different
methodology that accounts for environmental factors such as interference and
spectrum allocation [30,31,37,38|. Emulation was chosen instead of simulation or
a live fog/Kubernetes deployment, and validating the estimator in a real cluster
remains work for the future.

Disclosure of Interests. The authors confirm the use of Al-powered systems to assist
in the refinement of human-authored text, which is permitted under the guidelines of
the call for papers. A written UiO-compliant Al usage statement is provided in [28].
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