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Abstract. Smart grids are highly digitalized electricity networks that are
increasingly at risk from False Data Injection Attacks (FDIAs), which threaten
grid stability. Although traditional machine learning techniques are
well-established for detecting such anomalies, a neuromorphic computing
approach like Reservoir Computing (RC) offers a promising alternative.
Therefore, this study aims to explore RC for FDIA detection in Smart grids by
conducting a Systematic Mapping Study to identify the current research trends
and a Benchmark Evaluation of seven models across 21 simulated attack
scenarios. The evaluation included the following three metrics: accuracy,
robustness, and training-time efficiency. Findings show that the two traditional
approaches included in this evaluation lead with up to 99 % accuracy and
minimal training time. Among the five RC approaches, a Delayed Feedback
Reservoir with Latency Encoding and Multi-Layer Perceptrons readout achieved
~93 % accuracy (albeit with longer training), while pairing that reservoir with a
Logistic Regression readout delivered ~86 % accuracy in under 0.02s. These
findings suggest that appropriately coded and read-out RC models can serve as
robust, resource-efficient solutions for real-time FDIA detection.
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Perceptrons, False Data Injection Attacks, Smart Grids, Systematic Mapping
Study, Benchmark Evaluation

1 Introduction

In recent years, deep learning models have enabled incredible progress in numerous
fields of application — from image and speech recognition to autonomous systems and
the analysis of complex time series [1]. However, this development encounters a
substantial obstacle due to the rapidly increasing computational and energy demands of
modern Al models, which could hinder further progress. According to [2] the training
computer doubled approximately every 6 months since entering the Deep Learning Era
around 2010 — a growth rate that far exceeds both hardware and energy efficiency. An
emerging Al-energy crisis raises concerns about the long-term scalability and
practicality of traditional deep learning approaches [3]. As a result, the field of Green
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Al (or Sustainable Al) is emerging, which seeks to mitigate the environmental impacts
of Al systems by promoting energy-efficient algorithms, responsible resource usage,
and transparency in reporting computational costs [4]. The increasing reliance on high
computational power in Al raises not only environmental and economic concerns but
also exposes a systemic vulnerability: the paradox of using energy-intensive systems to
enhance resilience and security. As Al becomes integral to critical infrastructure like
Smart Grid (SG), its energy demands directly affect the stability of the systems it aims
to protect.

On one hand, SGs are advanced, digitalized electricity networks that use modern
communication technologies and IT infrastructures to optimize the generation,
distribution, and consumption of electrical energy, enabling dynamic adaptation to
changes in energy flow for improved efficiency and security [5]. Cyber-attacks —one
of today’s most worrying problems [6, 7]— are among the most critical vulnerabilities
when it comes to such systems and can possibly lead to large-scale power outages [5].
In this context, one of the most common attacks is the False Data Injection Attack
(FDIA), where false information is injected into the system, causing mismanagement
of energy distribution [8].

On the other hand, Reservoir Computing (RC) is a neuromorphic computing
paradigm particularly well-suited for processing time-dependent data in dynamic
systems like SGs. Unlike common machine learning models, which require extensive
training, RC leverages a recurrent neural network (RNN) where the so-called reservoir
part is fixed and randomly connected, with only the output weights being trained [9].
This architecture makes the system computationally efficient, allowing it to capture
temporal patterns in data without the high computational cost associated with
conventional learning methods. RC aligns with emerging research directions,
highlighting edge computing and lightweight ML models that are important
technologies for enabling efficient and scalable solutions in resource-constrained
environments [10]. Due to these advantages, RC is becoming increasingly popular in
applications such as anomaly detection, forecasting, and pattern recognition [11]. In
particular, RC seems to be a viable approach for detecting dynamic attacks [12, 13].

Despite many studies carried out on FDIA detection in SGs, the use of RC remains
underexplored, with only a limited number of studies addressing it [10, 13]. To fill this
gap, this study aims to explore RC as a lightweight and energy-efficient ML model for
FDIA detection in SGs.

2 Methods

Based on the main research objective, this exploratory study conducted a Systematic
Mapping Study (SMS) to (O1) identify and analyze current research trends in the
application of Reservoir Computing within the context of Smart Grids and
Cybersecurity, and (O2) examine the emerging opportunities and challenges of
employing Reservoir Computing for FDIA detection in Smart Grids. Then, a
Benchmark Evaluation (BE) was conducted to (O3) evaluate the accuracy and
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robustness of Reservoir Computing compared to traditional machine learning
approaches such as Support Vector Machines and Multi-Layer Perceptrons.

These two approaches complement each other: the SMS highlights trends,
challenges and opportunities in the current literature, while the BE provides empirical
understandings into RCs capabilities. Moreover, a replication package for this study is
available online [14].

2.1  Systematic Mapping Study

The SMS follows the guidelines proposed by Petersen et al. [15]. Initially, Hamedani’s
paper [12] was used as the starting point for the search. This study was identified while
browsing common search engines for “Reservoir Computing”, “Cybersecurity”, as well
as “Reservoir Computing” and “Sustainability.” Next, looking through the list of
references, the first backwards snowball sampling was conducted. The identified papers
were then used to derive keywords for a systematic search. Synonymous terms and
Boolean operators were applied to refine the results. Consequently, three key domains
were defined through the following keyword substrings: 1) “Reservoir Computing” OR
“Neuromorphic Computing” OR “Neuromorphic Device” OR “Liquid State Machine”
OR “Echo State Network™; 2) “Smart Grid” OR “Electricity Grid” OR “Power
System”; and 3) “Cybersecurity” OR “False Data Injection” OR “Attack Detection”
OR “Intrusion Detection”. The final search string combined these three substrings using
the AND operator. Table 1 shows the inclusion and exclusion criteria used.

Table 1. Inclusion and exclusion criteria

Inclusion Exclusion

Studies focus on the topic of RC in the context of  Studies not presented in English or
cybersecurity or SGs. German
Studies focus on anomaly detection or attack

Books and literatu
detection, ideally in the context of SGs. O0ks and grey Hierature

3 Studies are in computer science, Al or ML. Duplicate/not online available studies

In this SMS, four databases were searched: ACM, IEEE Xplore, Springer Nature
Link, and Google Scholar. These are well-known databases that retrieved 995 papers.
Fig. 1 illustrates the SMS’s steps along with the number of papers in each step.

Applying search Scan Titles and Remove . .
[ on databases Abstracts Duplicates Acoessable Full-text reading
[ Results = 995 [ Results =35 [ Results = 33 [ Results =23 [ Results =15 ]

Fig. 1. Keyword-Based Search results adapted from [15]
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Thirty-five studies were initially included in the SMS based on their titles, keywords,
abstracts, and, when necessary, conclusions. Subsequently, two duplicate studies and
ten that were not accessible online were excluded. As a result, 23 papers were selected
for full-text reading. After applying the inclusion and exclusion criteria, 15 papers were
finally included as primary studies (see the appendix section). These studies were then
used to conduct backwards snowball sampling once again, and the same inclusion
process was applied. However, additional studies have not been found to match the
required inclusion criteria.

Limitations and Threats to Validity. Despite the limitations, this SMS provides a
good overview of the current research landscape at the point of intersection of RC, SGs,
and cybersecurity. One main limitation is the selection of databases. Although major
repositories were included, it may still lead to a partial representation of the full
literature. Another limitation is that the keyword-based search strategy might have
excluded relevant studies that use alternative terminologies or domain-specific
phrasing. Furthermore, the first inclusion and exclusion decisions were based on
subjective assessments of titles and abstracts, which introduces the possibility of
reviewer bias. Finally, it must be acknowledged that more literature might be available
in languages other than German and English.

2.2 Benchmark Evaluation

The BE compares RC with traditional ML approaches for FDIA detection. In total,
seven architectures were implemented. The traditional models were used as baselines
due to their established performance and interpretability in high-dimensional
classification tasks.

Experimental Setup. Similarly to Hamedani et al. [16] our benchmark evaluation used
simulated data from the IEEE 57-bus test system, emulated in MATLAB using the
MATPOWER open-source platform. MATPOWER was selected as a simulation
platform due to its widespread adoption in previous research, availability of established
benchmarks, and flexible network topology [17]. This platform offers precise control
over network parameters and manipulations, which is particularly essential for
reproducible evaluations of attack detection systems.

The IEEE 57-bus test system has also been used in previous studies, e.g. [16]. In our
study, the system comprises 57 buses and 80 branch connections, resulting in 137
measurement points. These include both power consumption at the buses (bus_Pd) and
power on the branches (branch _Pf), recorded in a structured format using the so-called
meter map.

All experiments were conducted on a local machine equipped with an AMD Ryzen
53500X CPU (6 cores, ~3.6GHz), 32 GB DDR4 RAM, and running Windows 10 Pro
64-Bit-Version. No GPU acceleration was used.

Datasets. To generate the data, 10,000 clean samples were first created by simulating
load flows under realistic grid conditions. These functioned as a base for the subsequent
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generation of targeted FDIAs, which were synthetically embedded in three attack
intensity levels —weak, medium, and strong— corresponding to standard deviations
(o) of 0.02, 0.05, and 0.1, respectively. In each case, a fixed number of randomly
selected measurements (20, 40, 60, 80, 100, 120 and 137) were manipulated using
additive Gaussian noise. As a result, 21 compromised datasets were simulated (see the
appendix in the replication package [14] for details on all 21 compromised datasets).

This noise had a mean of 0 and varying standard deviations, representing the attack
intensity. This FDIA strategy simulates a stealthy injection of malicious measurements
into the system’s sensor data. Formally, the attacked input vector x’ is given by:

x'= x+¢, where e~N(O, ¢?) )]

This enables analysis of the effect of different attack variables on the detection
capabilities of the models while ensuring that the attack remains statistically
inconspicuous yet challenging to detect, especially under lower noise settings. All
attacks were constructed such that the manipulated measurements bypass basic
residual-based or threshold-based anomaly detectors, making the detection task non-
trivial for machine learning models. By controlling both the number of compromised
variables and the noise intensity, 21 datasets were simulated, e.g., FDI weak 20m.mat.
They enable systematic robustness testing across a wide spectrum of attack scenarios.

To map the static input vectors into a time-dependent domain suitable for RC
models, two biologically inspired encoding methods were employed:

e Latency Encoding (LE): Converts the amplitude of input features into spike

timings, where higher values fire earlier. This mimics first-spike neural coding.

o Inter-Spike Interval Encoding (ISI): Converts each feature into a series of spike

timings with variable temporal gaps, modulated by the feature's value.

Both methods introduce a pseudo-temporal structure to the input space, enabling
temporal models (such as DFRs or spiking ESNs) to exploit temporal dynamics for
enhanced detection performance.

Traditional Models. Previous studies like [18] and [13] identified State Vector
Estimation (SVE) and Multi-Layer Perceptrons (MLPs) as standard supervised learning
methods in the field of cybersecurity and anomaly detection in SGs. Consequently, our
study includes both models.

State Vector Machine (SVM). The SVM was used with a radial basis function (RBF)
kernel, which is known for its effectiveness in non-linear classification tasks [12, 13,
19]. Then, grid search was applied to optimize hyperparameters C€ {0.1,1,10} and y€
{’scale’,0.01,0.1}. SVM served as a strong baseline for the detection of FDIAs on clean
input features.

Multi-Layer Perceptron (MLP). A feedforward neural network was employed using
one or two hidden layers with 32 to 64 neurons. Activation functions included ReLU
and tanh. Hyperparameter tuning was performed via 5-fold cross-validation on a
defined grid, which can be seen in the annex. This model functions as a common deep



6 C-H. Peters and M. Sanchez-Gordén

learning baseline and is used both independently and as a readout layer in reservoir
computing settings.

Reservoir Computing. ESNs and hybrid DFR models combined with either simple
Logistic Regression (LR) or a MLP as the readout layer were included. For the hybrid
models, the data was encoded both with LE and ISI encoding.

Echo State Network (ESN). The ESN implementation used the reservoirpy library and
consisted of 700 units, a spectral radius of 1.1, and input scaling of 0.4. Ridge regression
with A=10—6 was used as the readout layer. Input data was reshaped into sequences of
shape (1,137), allowing the model to process each sample as a temporal vector. Only
the readout weights were trained, thereby preserving the RC paradigm.

Delayed Feedback Reservoir (DFR). The DFR model was custom-implemented
following the example of [16] and operates with a single nonlinear node and a delayed
feedback loop. It processes temporally encoded inputs through two variants:

e Latency Encoding (LE): Here, input values were transformed into spike times.
Higher values produce earlier spikes. The encoded data is of shape (50,137),
and the DFR ran with 50 reservoir units and a delay of 40 steps.

e Inter-Spike Interval Encoding (ISI): Each feature produces a spike train of
fixed count (n=4), where the interval between spikes is determined by the
signal strength. Input was encoded into (100,137), and the reservoir consisted
of 100 units with PSP-mode — a biologically inspired input processing
mechanism that simulates the temporal integration of incoming spikes by
neurons — activated to mimic post-synaptic potential decay over time.

For both encoding strategies, the reservoir states were averaged over the last five
timesteps. These states were then used as input for either Logistic Regression (LogReg)
—A linear classifier using L2-regularization and a maximum of 1000 iterations— or
MLP Readout —A neural network as described above, applied on the extracted
reservoir states.

Model Implementation. All models were implemented in Python 3.9.12 using the
following three frameworks: 1) scikit-learn for SVM, MLP, and LogReg; 2) reservoirpy
for Echo State Networks; and 3) custom Python code for the DFR model, which can
handle LE and ISI encoded data with PSP integration.

A train/test split of 80/20 was used for all models, whereby it was ensured that the
same train/test split was selected for all models per data set to ensure comparability.
The datasets were standardized using z-normalization and subsequently transformed
into sequential formats for the RC models. Z-normalization ensures that all input
features are equally weighted and can be further processed in a numerically stable
manner —both by classical ML models (e.g. SVM, MLP) and by dynamically sensitive
RC models [20]. The formula of the z-normalization can be formulated as:

This increases the model quality, reduces the training time and increases the
reliability of the detection process. The classical ML models and the readouts of the RC
models were optimized for their hyperparameter space using GridSearchCV with 5-
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fold cross-validation. The best configurations were automatically saved and
documented and can be found under rc_all_models_final results in [14].

Performance Evaluation Metrics. The performance of both the RC and traditional
machine learning models was evaluated using the following metrics:

Accuracy. Accuracy is a key metric for evaluating FDIA detection systems, as it
quantifies their ability to correctly distinguish between attacked and secure states. It is
defined as the ratio of correct predictions—true positives (TP) and true negatives
(TN)—to the total number of samples, including false positives (FP) and false negatives
(FN), i.e., (TP + TN) /(TP + TN + FP + FN).

Robustness. Robustness reflects the stability of a model’s performance under varying
conditions, such as changes in attack intensity levels or the introduction of noise in the
data. This metric is critical for FDIAs detection, as attack scenarios can vary
significantly in scale and complexity.

Computational Efficiency (Speed). Computational efficiency in this study was assessed
by the wall-clock time of each model required to complete training. Using Python’s
built-in time module, the interval from the start of the fit () call to its completion was
captured. These training times were recorded for every model—dataset pairing and
incorporated into the results.

Limitations and Threats to Validity. Benchmarking evaluation has also several
limitations. A main limitation is the synthetically generated datasets, since they lack
irregularities, uncertainties, and adversarial behaviors typically represented in real-
world data. Consequently, the models’ performances may be different in real-world
scenarios. However, it provides preliminary insights into the overall capabilities,
robustness, and comparative strengths of different detection models under controlled
and repeatable conditions, which lays the foundation for future evaluations on real-
world applications.

Another limitation is that time was used as a proxy for energy efficiency. Future
work should be conducted on cloud infrastructure or energy-monitored environments
to enable accurate sustainability analysis. It would be interesting to use CarbonTracker
to measure carbon footprint and energy consumption. It was not feasible in our study
due to technical constraints. Our experiments ran on a local CPU-only machine without
access to GPUs or high-performance clusters. CarbonTracker is designed to work best
with server-grade or cloud-based environments, where detailed power drawing can be
captured from hardware interfaces such as NVIDIA’s NVML or server power sensors.
Moreover, the used workstation did not expose necessary energy consumption data via
system APIs, which CarbonTracker relies on for accurate estimates.

Additionally, the study focuses only on a controlled type of cyberattack, called
additive FDIAs with Gaussian noise, applied in varying intensities and scope. While
this design facilitates systematic comparisons, it does not account for more advanced
attack types such as coordinated attacks, stealthy FDIAs, replay, or data integrity
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violations. Hence, the robustness conclusions are limited to basic FDIA scenarios. Also,
all experiments are conducted on the IEEE 57-bus system. While it represents a
moderately complex topology suitable for benchmarking, it may not capture the
variability found in larger or more dynamically changing grids.

Furthermore, all models were trained and tested using the same 80/20 data split for
each dataset to ensure consistency. While this improves comparability, it also
introduces potential for variance due to sampling bias. Although cross-validation was
used during hyperparameter tuning, the final model evaluations could benefit from
repeated random splits or k-fold validation to improve statistical robustness.

Finally, the implemented hybrid models involve temporal encodings and dynamic
reservoir behavior, making them harder to interpret compared to the classic ML models.
This complexity may hinder real-world acceptance and deployment.

3 Results

The results are presented according to the answers to the research questions posed in
this study.

3.1 Research Trends (O1) including Opportunities and Challenges (02)

The SMS provides a structured overview of the current state of the art of this topic. RC
is an emerging yet underexplored approach in SG cybersecurity. While various
architectures and encoding schemes have been proposed, these are often developed and
tested under controlled, simulated environments.

Fig. 2 shows the techniques in terms of research type and performance metric used
in primary studies. Here, it can be observed that experimental studies dominate, while
surveys, conceptual work, and hardware-oriented investigations are less common. The
most frequently addressed performance metrics are accuracy, robustness, and training
time, reflecting the priority of practice-relevant evaluation criteria. Models such as
MLPs, SVMs, and DFRs are particularly prominent in terms of both research activity
and performance measurement, underscoring their relevance for FDIA detection.
Neuromorphic approaches, such as SNNs and ESNs, are mainly investigated in
experimental contexts, but have lower publication volumes and more heterogeneous
areas of application. There is a noticeable shift in research trends toward resource- and
energy-efficient algorithms, as manifested by the attention paid to energy efficiency
and scalability metrics, reflecting the current paradigm shift toward sustainable Al. In
other words, there is an emerging interest in hybrid and neuromorphic reservoir
computing architectures as promising alternatives for the real-time monitoring of
subjectively complex and resource-constrained systems such as smart grids.

Twelve of the fifteen primary studies were published after 2019, indicating that this
topic has gained traction in the past five years. A possible reason for that is the increased
digitalization of power grids, and the growing cyber threat levels. Indeed, this trend is
aligned with the increasing relevance of SGs and cyber-physical systems [21].
However, it must be noted that the topic is still in its infancy since the top three
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institutions contributing to this area are Virginia Polytechnic Institute (5 papers),
followed by the University of Chile (3), and the University of Kansas (3).
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Fig. 2. Overview of traditional machine learning techniques and RC in terms of research type
and performance metric. Note: Bubble size = publication count and [#] = source reference.

RC is repeatedly identified as a paradigm offering superior computational and
energy efficiency, achieved by separating a fixed, randomized reservoir from a simple-
to-train linear readout layer [22—24]. Due to their low computational footprint, RC
models are well suited for real-time implementation on resource-constrained edge
devices within SGs [24, 25]. Particularly SNNs and DFRs, demonstrate notable
robustness against dynamic and stealthy FDIAs by leveraging temporal encoding to
capture subtle data deviations [12, 16]. Additionally, a clear research trend is emerging
towards hybrid and neuromorphic architectures, integrating RC with deep learning,
federated learning, and brain-inspired hardware to enhance accuracy, decentralization,
and energy efficiency [25-27]. Despite promising results, critical research gaps remain,
primarily a lack of empirical validation in real-world deployments and studies on the
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interoperability and systemic integration of these models into existing Smart Grid
infrastructures [12, 28].

Opportunities for RC within the context of FDIA detection in SGs are vast. RC
models can offer very efficient training procedures, hence be computationally
extremely efficient, while displaying solid detection accuracy [22-24]. This could be
of high relevance in resource constrained environments, including — amongst others —
for example edge devices. Depending on the respective context, various (hybrid)
models can be implemented in different (hyperparameter-related) ways, which all have
their own strengths and weaknesses which need to be explored in further research.

A major challenge in this field, however, is the requirement to temporally encode
the data which the models work with. Depending on the respective context,
environment, and associated task, these encoding strategies can cause disproportionate
efforts, subsequent interpretability difficulties, or are incompatible with certain RC
architectures. Future research should examine which RC models in particular work well
with which kind of encoding strategies, respective data formats, and whether different
tasks also influence the resulting success of the models.

3.2 Benchmark Evaluation (03)

The benchmark evaluation included five reservoir computing models and two
traditional machine learning approaches. It provides preliminary results about the
performance of the selected models for FDIA detection in SGs. The results offer some
insights about accuracy, robustness, and computational efficiency under varying attack
intensities and numbers of compromised meters. As expected, a trend emerged across
nearly all models: detection accuracy increases with both attack amplitude and number
of compromised measurements (see Fig. 3).
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Fig. 3. Accuracy across different levels of attack strength.
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This pattern is especially evident in SVM and MLP, where performance approaches or
even reaches 100% under strong, wide-scope attack conditions. The explanation is
intuitive: larger or more widespread anomalies produce stronger signal deviations,
which are more easily detected by the models. The MLP consistently achieved the
highest detection accuracy in all datasets, with a median accuracy of ~0.99. Also, it
exhibited very good efficiency with the median training time being ~ 4.5 seconds. SVM
also proved very effective (median accuracy ~0.97) and even a little more efficient than
the MLP variant, recording a median training time of 4.2 seconds. In the RC domain,
the best-performing architecture was the DFR with LE and MLP readout, reaching up
to 96% accuracy. With a median training time of ~21 seconds, this hybrid architecture,
however, takes a lot longer to train when compared, for example, to both traditional
ML approaches.

Interestingly, the simpler variant using LR as readout also performed remarkably
well (up to ~89%), while being extremely fast to train (with training times as little as
0.0164 seconds). The ESN, while conceptually simpler and faster to train than other
architectures, reached only moderate accuracy (maximum ~73%). The model also
displayed comparably long training time (~14.5 seconds median training time) across
datasets while maintaining only moderate accuracy.

A surprising and consistent finding was the underperformance of DFR_ISI model
variants, with detection performance declining as the number of compromised meters
increased. Even when paired with an MLP readout, ISI-encoded DFRs failed to exceed
~73% accuracy and often fell below 70%. Moreover, they exhibited very long training
times (up to 53.5202 seconds), significantly exceeding those of even the full MLP
classifiers. This suggests a crucial mismatch between the model’s architecture and the
ISI encoding strategy. Concretely, a plausible explanation for this underperformance
lies in the increased complexity and sparsity of ISI spike trains, which may make it
harder for the DFR itself to reliably extract discriminative temporal features.

As expected, LR readouts trained orders of magnitude faster than MLP-based
models. The DFR+Latency+LogReg model, for instance, completed training in less
than 21 milliseconds across all datasets, with the longest recorded training time being
0.0209 seconds. This makes it a compelling option for time- and energy-constrained
environments. However, accuracy-tradeoffs must be acknowledged and expected in
such cases. By contrast, the DFR+ISI+MLP hybrid exhibited the worst trade-off,
combining poor performance with high training time. These results underscore the
importance of aligning encoding strategies with reservoir dynamics and readout
complexity.

In summary, the traditional ML approaches —MLP and SVM— demonstrated the
best overall performances in this setting, combining very high accuracy with moderate
training effort, while maintaining consistent results across all attack intensities. Among
the RC models, DFR_LAT variants show potential as competitive alternatives:
DFR_LAT LogReg stands out significantly for its extreme efficiency but needs
improved accuracy, while DFR_LAT MLP delivers strong accuracy but requires faster
training. These trade-offs are clearly visible in Fig. 4. In contrast, ISI-based variants
are not viable, as they express high training times and consistently poor accuracy.
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Similarly, the ESN model, though being lightweight, lacks both accuracy and training
efficiency to be considered a serious contender in this benchmark.
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Fig. 4. Seven models’ trade-offs between detection accuracy and training time.

4 Discussion

The results from this work suggest that RC-based architectures, in particular DFNs with
LE and a simple readout layer like Logistic Regression, are highly promising for SGs
environments. Their low training and inference complexity make them ideal for
microcontroller-based or embedded systems, where traditional deep learning models
like MLPs may not be feasible [12, 16, 23]. At the same time, interpretability and
maintainability must be considered. While classical models like SVMs offer clearer
decision boundaries, DFRs —especially those using temporal encoding— may be
harder to interpret and diagnose in failure cases [18, 19]. Thus, model transparency and
fault explainability remain important areas for further research and deployment
readiness.

Modern Al models are increasingly criticized for their rising energy demands and
environmental footprint [3]. This challenge is also present in the domain of real-time,
infrastructure-level monitoring, where scalability and low energy consumption are not
optional but essential [4]. While direct measurement of energy consumption (e.g., via
CarbonTracker) could not be conducted in our study, training time served as a practical
proxy. The results clearly show that the DFR_LAT variant requires orders of magnitude
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—significantly— less time and resources than conventional ML approaches while
maintaining competitive accuracy. This makes them well-suited for edge deployment
scenarios, including remote substations and autonomous grid segments. Moreover, the
ability to deploy Al directly at the edge has secondary sustainability benefits, including
reduced bandwidth usage, increased data sovereignty, and lower reliance on cloud
infrastructure, all of which contribute to more energy-conscious system design [16, 29,
30]. While the analysis delivers key insights into the potential of RC for SG
cybersecurity, it acknowledges limitations related to dataset representation and the
simplification of attack models.

Despite promising theoretical and empirical results, a significant lack of empirical
validation in real smart grid environments remains. This research gap has been
highlighted by earlier studies emphasizing the importance of evaluating models under
practical conditions [12, 13, 28]. Moreover, the requirements and complexities of
temporal encoding strategies present challenges that need further investigation, as they
affect both training effort and model interpretability [12, 16].

The significance of performance differences among models was assessed using two
non-parametric tests, Friedman and Wilcoxon. The results confirmed that all models
differ significantly in terms of accuracy and training time (p < 0.001). MLP achieved
the highest detection accuracy (~0.99), statistically significantly outperforming all
other models, while also maintaining low training times. SVM followed closely,
offering a robust and efficient alternative. The DFR LAT LogReg model
demonstrated significantly better training efficiency with near-zero training time
(~0.0s), making it highly suitable for constrained environments, despite its significantly
lower accuracy (~0.89). DFR+Latency+MLP reached a moderate balance between
strong performance in terms of accuracy (~0.93) and poor efficiency (~21s training
time). ESN showed only weak performance regarding accuracy (~0.66) and training
time (~15s), positioning an inviable alternative to traditional approaches. ISI-based
DFR models performed the weakest, showing significantly lower accuracy (~0.70)
combined with the highest training times (~44s), classifying them as inaccurate and
inefficient.

These results are both statistically significant and consistent across all evaluations,
underscoring the importance of aligning model complexity, encoding strategy, and
computational resources in applications.

5 Conclusions

This study explores the potential of RC for detecting FDIAs in SGs. By combining an
SMS with a BE, it provides both an overview of the academic landscape and a practical,
performance-oriented comparison of traditional and RC-based detection models.
Overall, our study suggests that Reservoir Computing is a promising approach for
scalable, sustainable, and accurate cyberattack detection in Smart Grids —particularly
when combined with encoding strategies and minimalistic readouts like Logistic
Regression. Its potential lies in balancing computational simplicity with temporal
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processing capacity, making it a valuable alternative in the transition to intelligent,
resilient, and sustainable energy systems.

Future research should address the identified limitations and research gaps by
collecting real-world datasets and examining RC performances in real-world
applications, applying more diverse attack types, exploring the energy footprint of
models more precisely, e.g., via hardware-level power profiling and improving the
interpretability and transparency of RC models to support their adoption in critical

infrastructure.
6 Appendix: Primary Studies
Ref Title Authors Year
A revolutionary approach to use
1 convolutional spiking neural networks for LinY., Xu X., Xu H. 2024
robust intrusion detection
2 Brief Survey on Attack Detection Method Tan S., Guerrero J., Xie P., Han R., 2020
for Cyber-Physical Systems Vasquez J.
Wang S., Chen H., Zhang W.,Li Y.,
Convolutional Echo-State Network with Wang D., Shi S., Zhao Y., Loong K.C.,
3 Random Memristors for Spatiotemporal Chen X., Dong Y., Zhang Y., Jiang Y., 2022
Signal Classification Furgan C., Chen J., Wang Q., Xu X.,
Wang G., Yu H., Shang D., Wang Z.
4 Cyberattack Detectior} in Smart Grids based Kim K., Sasahara H., Imura J. 2023
on Reservoir Computing
Detecting Dynamic Attacks in Smart Grids
5 Using Reservoir Computing: A Spiking Hamedani K., Liu L., Hu S., Ashdown 2019
Delayed Feedback Reservoir Based J,Wul,YiY.
Approach
Emerging Applications of Reservoir
6 Computing in Cyber Physical Systems Hamedani K. 2018
Security
Enabl}ng Sustainable Cyber Physical . LiJ., Liu L., Zhao C., Hamedani K..
7 Security Systems Through Neuromorphic - 2023
. AtatR., YiY.
Computing
False Data Injection Attack Detection for .
8 Secure Distrifsuted Demand Response in D.a yaratne T., Salehi M., Rudolph C., 2022
. Liebman A.
Smart Grids
9 How Machine Learning Can Support Zarpeldo B. B., Barbon Jr. S., Acarali 2020
Cyber-Attack Detection in Smart Grids D., Rajarajan M.
Network Intrusion Detection for Cyber
10  Security on Neuromorphic Computing Alom Z., Taha T. M. 2017
System
Next Generation Automated Reservoir . L
11 Computing for Cyber Defense Demertzis K., Iliadis L. 2023
12 Quantized Reservoir Computing on Edge -4 g ' inoia 1 vi Y. 2020
Devices for Communication Applications
Reservoir Computing Meets Smart Grids: . . .
13 Attack Detection Using Delayed Feedback ;Iamedam K., LiuL., AtatR., WuJ, Yi 2018
Networks ’
The Novel Applications of Deep Reservoir
14  Computing in Cyber-Security and Wireless =~ Hamedani K., Zhou Z., Bai K., Liu L. 2020
Communication
15 Towards a Federated Intrusion Detection Lofu D., Sorino P., Di Noia T., Di 2024

System based on Neuromorphic Computing

Sciascio E.
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