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Utfordringer innen digital sikkerhet og NTNUs rolle



NTNU Department of Information Security and Communication Technology



24.000.000.000 NOK/yr
vs

19.000.000.000 NOK/yr

Operational ability

1) World Economic Forum: The Global Information Technology Report 2013 (http://www3.weforum.org/docs/WEF_GITR_Report_2013.pdf) 
2) https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/attachments/140609_rp_economic_impact_cybercrime_report.pdf 

• 10 %   increase in digitalization

0.75% increas of GDP1)

• Estimated cost of cyber crime in Norway: 
0.64% fo GDP2)



ITU Global Cyber Security Index 2017: https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-PDF-E.pdf 



ACM/IEEE/AIS SIGSEC/IFIP Cybersecurity Curricular Guideline http://cybered.acm.org/ 



Contract for Public Private Partnership (cPPP) 

signed on July 5th 2016. 

● The Commission: 450 new million € in H2020

● ECSOs members: 1350 million €  

Working groups

1. Standardisation, certification, labeling and 

supply chain management

2. Market deployment, investments and 

international collaboration

3. Sectoral demand

4. Support SMEs, coordination with countries and 

regions

5. Education, awareness, training and exercises

6. Strategic research and innovation agenda

Luigi Rebufi (ECSO) and Gunter Oettinger 

(Commissioner for Digital Economy and Society)

Oettinger:«Europe needs high quality, affordable and 

interoperable cyber security products and services» 

Norwegian ECSO members are NTNU, SINTEF, 

Simula@UiB, and the Norwegian Research 

Council.



https://www.ecs-org.eu/documents/publications/5ad7268b92497.pdf



ACCENTURE( Belgium )
AIRBUS Defence & Space - CyberSecurity ( France )
aizoOn( Italy )
ALTRAN( France )
APPLUS Laboratories - ( Spain )
ATOS Spain ( Spain )
BDR – Bundesdruckerei( Germany )
BOSCH( Germany )
Bureau Veritas ( France )
CERTSIGN( Romania )
CY4GATE S.r.l. - Elettronica S.p.A. Group ( Italy )
DGS S.p.A( Italy )
Engineering Ingegneria Informatica( Italy )
Ericsson( Sweden )
EVERIS Aerospace and Defence ( Spain )
Exprivia ( Italy )
F-Secure Corporation( Finland )
Giesecke + Devrient Mobile Security GmbH( Germany )
GEMALTO( The Netherlands )
GMV Soluciones Globales Internet ( Spain )
Huawei Technologies ( Belgium )
HP Inc. - HP Belgium BVBA( Belgium )
IBM ( Ireland )
IDEMIA - Idemia Identity & Security France
INDRA( Spain )

Infineon Technologies ( Germany )
Intel Corporation ( Belgium )
Leonardo - Finmeccanica ( Italy )
Microsoft Corporation( Belgium )
NAVAL Group( France )
NEC Laboratories Europe GmbH ( Germany )
NOKIA BELL LABS( France )
NXP Semiconductors Netherlands B.V.( The Netherlands )
Rohde & Schwarz Cybersecurity ( Germany )
S21SEC - Grupo S21SEC ( Spain )
SAP( Germany )
Schneider Electric( France )
SECUNET Security Networks AG( Germany )
SELTA ( Italy )
SGS Group( Switzerland )
SIEMENS AG( Germany )
STMicroeletronics International ( Switzerland )
STM-Savunma Teknolojileri Mühendislik ve Ticaret ( Turkey )
THALES Communications and Security( France )
TID - Texas Instruments Deutschland( Germany )
TÜV SÜD Management Service ( Germany )
TÜVIT - TÜV Informationsteknik - ( Germany )
UL TS B.V.( The Netherlands )
VITROCISET( Italy )













Cybersikkerhetsutfordringer

1. Konvergens mellom «safety» og «security»

2. Cybersikkerhet i tingenes industrielle internett (IIoT)

3. Inntrengningsdeteksjon i industrielle kontrollsystemer
4. Forstå det cyber-fysiske trusselbildet

5. Menneskelige og organisatoriske endringer
6. Sikkerhet i verdikjeden

ECSO: The integrated nature of Industry 4.0-driven operations means that cyber-attacks can have 
devastating effects. 

For cyber risk to be adequately addressed in the age of industry 4.0, cyber security strategies should 
be secure and fully integrated into organisational and information technology strategy from the 
start. Cyber security should become an integral part of the strategy, design, and operations, 
considered from the beginning of any new connected, Industry 4.0 driven initiative.
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EISA

North European Cybersecurity Cluster (NECC)

• Engage North European Industries in cybersecurity

• Position Nordics and North of Europe us in Europe

• Define a Nordic speciality in the field



SOCIETY

DIGITAL VALUE CHAINS

CYBER INFRASTRUCTURE

- Strategic, policy and regulation level

- Operational and tactical decision level

- Technical and design decision level





NTNU sin rolle
Nasjonal hovedleverandør av 
forskning, utdanning og 
kompetanse relevant for 
fokusområdene i strategien

Strategiens 5 satsningsområder 
sammenfaller med aktiviteter i 
NTNU

NTNU fokuserer på offentlig 
privat, sivil-militært og 
internasjonalt samarbeid både 
gjennom våre partnerskap (CCIS 
og NCR) og øvrige prosjekter



Eksplisitte referanser til NTNU



Norske sentre for forsknings-
drevet innovasjon (SFI)

Norway is the most digitalized country in the world

Sønadsfrist 25. september



Norwegian University of Science and Technology

Norwegian Center of Excellence 
for Critical Infrastructure Cyber-
Physical Security (NORCICS)

Sokratis K. Katsikas 
Center for Cyber & Information Security

Dept. of Information Security & Communication Technology
Norwegian University of Science & Technology 

sokratis.katsikas@ntnu.no



Norwegian University of Science and Technology
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The Department of Information Security and 
Communication Technology

● 80 employees in Gjøvik and Trondheim
● Research in areas of biometrics, cyber defence, critical infrastructure 

protection, cryptography, digital forensics, e-health and well being, intelligent 
transportation systems, internet of things, information security management, 
malware, quantitative modelling of dependability and performance

● 1 bachelor (90), 2 master (100 + 25), 5 yrs master (45) and PhD (2) educations
Offer flexible and part time study programs 

● Forskningsprosjekter: EU H2020 (5), EU FP7 (4), EU Cost (1), EDA (1), IARPA 
Odin Thor (1), NFR FME (1), NFR IKT+ (4), NFR ENERGIX (1), NFR BIA (2), 
NFR Forskerskole (1), NFR NæringsPhD (1), RFF (4)
Totally 40 MNOK in 2017 (45% of the department budget)

● Public private partnership:  NTNU Center for Cyber and Information Security
● Innovation platform: Norwegian Cyber Range


