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ABSTRACT

The use of human biological material and related clinical information is central in basic research, translational
research and clinical research. Extracting this information from hospital information systems is time-consuming
and labor intensive. Establishing a data warehouse is a possible solution to extract the information in an efficient
and secure way. An information model for a data warehouse has been developed at the Oslo University Hospital
in collaboration with Akershus University Hospital. Being hospitals, the overall information model is patient-
centered. The model also allows for appropriate data exchange between different organizations. The model is
described with a focus on some of the major conditions for success with respect to the legal and organizational
framework of Norwegian hospitals. A web-based information and tracking system for clinical biobanks is an
important element of the model, and one of the aims of the national project Biobank Norway.

INTRODUCTION

The use of human biological material is paramount in
basic research, translational research, and clinical re-
search. The drive towards personalized medicine also
depends upon the availability of high-quality biological
samples from individual research participants (1).
However, clinical and translational research with de-
velopment of new therapeutic strategies cannot take
place with only biological samples; one must also have
access to the related clinical information.

In this context, almost all clinical information is pri-
marily generated at hospitals. Norwegian hospitals have
been collecting biological samples and related clinical
information for ongoing diagnostic and treatment pur-
poses since the 1920’s, resulting in millions of identi-
fiable samples currently being stored. One example is
the more than 900 000 cell and tissue samples taken
annually and stored at pathology laboratories, another
is the 210 000 samples taken annually from blood do-
nations and stored at microbiology laboratories for at
least 2 years. Despite this rich resource of biological
samples and related clinical information, the research
turn-out based on this material is not reflective of the
great amount of resources invested to collect these bio-
specimens and related data.

In 2007, two Norwegian ministries commissioned a
special report on biobanks and health registries from
the Research Council of Norway. The report was pub-
lished in 2008 and recommended the establishment of
a long-term, national platform for medical research (2).
One of the specific recommendations was to establish
infrastructure facilitating the use of human biological
material and clinical data from hospitals. In 2010 a na-
tional consortium, Biobank Norway, was granted EUR

10 million from the Research Council of Norway to
establish such a national biobank platform. This dis-
crepancy between resources invested in collecting
human biological material and the scientific turn-out is
not solely a Norwegian phenomenon. A European stra-
tegy document on research infrastructure published in
2006 contained a recommendation to establish a pan-
European network of biobanks and biomolecular re-
sources (3).

CURRENT CHALLENGE — CLINICAL DATA
AND SAMPLES ARE NOT READILY AVAILABLE
FOR RESEARCH

All individuals in Norway are assigned a unique 11-
digit identifying code that is used in the public health
and social care sector and in all public registries. Nor-
wegian hospitals use electronic health records and
therefore it is possible to identify and track every
individual through the health care system. However,
all health care information systems have traditionally
been developed with the aim of identifying a particular
patient, not to identify groups of patients and extract
their data or samples for research purposes. Most hos-
pitals have several hundred different specialist infor-
mation systems, and the systems have not been desig-
ned to communicate with one another using a common
standard. In addition, primary data are quite often pre-
sented in an unstructured format. Consequently, even
if the information is available in electronic format, it is
very time-consuming and labor intensive to extract da-
ta for quality assessment and research purposes. This
challenge is of course not unique for Norway. DeWitt
and coworkers have claimed that the academic health
system is “rich in data and poor in information” (4).
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The accessibility and renewed use of samples in the
different research biobanks in hospitals are also
hampered by lack of hospital-wide tracking systems,
leaving individual researchers to create their own local
systems that are not accessible to others.

POSSIBLE SOLUTION — THE DATA WAREHOUSE

In order to extract existing electronic data for secon-
dary quality and research purposes in a timely, effici-
ent and secure way, several organizations propose the
establishment of a data warchouse (4-8). A data ware-
house can be defined as “a copy of transaction data
specifically structured for query and analysis” (see ref.
(7). In this context, transaction data refers to patient
data continuously collected as part of ongoing clinical
care provided by the hospital. A hospital based data
warchouse must be designed so that it does not inter-
fere with daily operations (e.g. not compromise con-
current clinical care processes), and it must be flexible
in its overall design so that upgrades and replacements
of primary information systems will not be affected.

AN EXAMPLE FROM NORWAY

Since 2009 Oslo University Hospital has been collabo-
rating with Akershus University Hospital on a data
warehouse concept. To ensure adequate organizational
support, the development was approved by the CEOs
of both hospitals. The concept has evolved in close
collaboration with the hospitals’ data protection office,
IT-architects, relevant organizational units and resear-
chers. The concept development was based on the
following leading principles:

* Protection of personal data must conform to national
and European regulations

* Data security measures must conform to national
regulations and recommendations

* Data storage must be based on a predefined legal
basis (patient treatment or research)

* Data architecture must be based on national recom-
mendations and be compatible with recognized
international standards for data exchange and
nomenclature

* The data warehouse solution should be acquired
through a public tender and in-house development
should be minimized

Being a hospital, the overall information model chosen
for the data warehouse was patient-centered (Fig. 1).

The clinical data warehouse design itself (Fig. 2)
reflects the different legal provisions for acquisition
and the use of personal health information in Norway.
The aim of the infrastructure is to establish a platform
or crosswalk to connect clinical data and research data
within the existing legal framework.

According to Norwegian legislation, acquisition and
storage of personal health information in the health care
system is based upon assumed consent. Such personal
health information can be stored indefinitely. The data
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can be used for quality assurance and quality improve-
ment studies without consent. In contrast, acquisition
and storage of research data requires explicit consent
or a waiver of consent granted by an ethics committee.
Such research data cannot be stored indefinitely.

The data warechouse model was therefore designed
to distinguish clearly between data obtained from pa-
tient care and data generated by research projects. The
main part of the clinical data warehouse consists of cli-
nical data (inside the box with dashed lines in Fig. 2).
Data are extracted from the different clinical systems,
cleansed and transformed in the staging area, and
finally loaded into the clinical data warehouse. De-
identification is performed in the staging area before
the loading process to ensure patient privacy. The data
in the clinical data warehouse are in a structured form
and available for data mining or analyzes through an
honest broker mechanism (marked Extradition in Fig.
2) (see (9,10)). An honest broker in this context is a per-
son who has the authority and means to ensure proper
handling of personal data. This function will be under-
taken by the data protection office and will to a large
degree be based upon automatic procedures. When a
researcher has the appropriate ethical approval and pa-
tient consent, the honest broker can extract the relevant
data from the central clinical data warehouse to the
appropriate research database (marked research data-
base in Fig. 2).

An important part of the concept is to establish an
institutional information system for the tracking of
biological samples in the hospital (see Fig. 2). A track-
ing system will have a dual purpose; tracking both
diagnostic samples and samples obtained for research.
This is the only way to enhance the scientific use of
the hospitals biobanks. Establishing a tracking solution
at the institutional level is one of the aims of the na-
tional Biobank Norway project.

The model will also facilitate data exchange between
the different organizations, i.e. between population
cohort biobanks and hospitals, thereby fulfilling one of
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Figure 1. Patient-centered information model for the
data warehouse.
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Figure 2. Model for data warehouse.

PAS: Patient administrative system; LAB: Laboratory information systems; LIMS: Laboratory information management system;
ETL: Extraction, transform, and load; CDW: Clinical Data Warehouse.

the goals of Biobank Norway. As the clinical data
warehouse is based on information from patient care,
import of external research data from other hospitals or
population cohorts will have be stored in the research
are (marked External data in Fig. 2). However, similar
rules for cleansing, transformation and de-identifica-
tion as in the clinical data warehouse will be applied
on research data.

DISCUSSION

The data warehouse model described will support both
clinical care and clinical and translational research.
More specifically, it will facilitate the exchange of
biological material and personal health information
between the research organizations participating in the
Biobank Norway consortium. Despite encompassing
all primary information systems present in large univer-
sity hospitals, the model is so general and flexible that
it can be employed in any hospital, independent of size,
and accordingly be used both if more hospitals were to
join the Biobank Norway consortium, and if hospitals
independent of Biobank Norway want a common plat-
form for information exchange.

The data warehouse model as such shares many si-
milarities with other models (4-8). As noted by Lyman
and colleagues, the design of an integrated data ware-
house is a resource-intensive process requiring a multi-
disciplinary approach and substantial investments of
time and energy (7). However, in our experience there

are two other issues which are just as important as
technical aspects and resources required.

Context and external stakeholders

Developing a data warehouse in a private organization
is very different from developing a similar solution in
a public Norwegian hospital. All Norwegian hospitals
are organized into four regional health authorities,
which again are controlled by the Ministry of Health
and Care Services. Accordingly, no major development
in a hospital can take place unless (officially or
unofficially) approved by the hospital owner(s). In
addition, the four regional health authorities and some
public bodies have established a common body (Natio-
nal ICT; http://www.nasjonalikt.no/) for the coordina-
tion of information and communication technologies in
hospitals. This means that all hospitals have to abide to
the general ICT-policies laid down by the National
ICT. Realizing this project environment, a stakeholder
analysis was undertaken in the early stage of our
project in order to identify major stakeholders. During
further project development these stakeholders were
formally addressed in order to reduce project risk as
much as possible.

Security and confidentiality

The legal framework for the acquisition and storage of
personal health information is one of the key elements
in the design of a hospital based data warchouse. As in
most countries, Norwegian legislation is very specific
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and strict with respect to the handling of personal health
information. In our project, we chose to look upon
these regulations as opportunities, not as burdensome
hindrances against research. The hospital has a formal
responsibility to establish infrastructure and routines
for ensuring continuous quality assessment and im-
provement of ongoing patient treatment. The establish-
ment of a clinical data warehouse solution (inside the
box with dashed lines in Fig. 2) will just facilitate this
and can accordingly be undertaken within an already
existing framework. However, such a warehouse might
also increase the risk of misuse of personal health
information as more sensitive data are gathered (and
searchable) in one place. It was therefore early on de-
cided that the organization had to establish a dedicated
and impartial gatekeeper to the data warchouse. The
data protection office, with its already established for-
mal mandate and duties, were identified as the organi-
zational unit best suited for this task. As the proposed
model to a large extent is based upon the use of clini-
cal data, the data protection office recommended that
the formal “ownership” of the clinical data warehouse
should be the person in charge of medical services/
quality assessment. This decision is still awaiting for-
mal approval by the hospital’s CEO.

Our project has experienced some additional challen-
ges. Oslo University Hospital is a merger between
three previous hospital trusts, and this merger has
taken place at the same time as this project was to be
developed. This has caused a number of time-delays as
the new management structure had to be put in place
before major decisions could be taken. In addition, the
regional health authority decided to outsource hospital
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ICT-services to a separate ICT-service provider in the
same time period. This process also caused a number
of practical and formal challenges.

Despite this, the project has managed to move for-
ward. A tender for the acquisition of a software system
for the tracking of biological material has recently
been made public. The next step is to undertake a
proof-of-concept study with some of the primary pa-
tient information systems.

CONCLUSION

The use of human biological material and related cli-
nical information is central in both basic research,
translational research and clinical research. Extracting
this information from the information systems in the
hospitals is very time-consuming and labor intensive.
Establishment of a data warehouse is a possible solu-
tion for extracting the information in an efficient and
secure way, and access the clinical biobanks. Therefore
an information model for a data warehouse has been
developed at the Oslo University Hospital in collabo-
ration with Akershus University Hospital. The model
also allows for appropriate data exchange between
different organizations, and will as such facilitate sci-
entific collaboration between population based health
surveys and the hospitals.
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